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Supply Chain Poll 1

An IMUA member company recently polled 2,415 insurance experts
(mainly risk managers) in 86 countries on their top concerns for the
year. Where did “business interruption, including supply chain
disruption” rank in the top ten:

A. #7

B. #3

C. #1

Results: https://api.cvent.com/polling/v1/api/polls/sp-7qzhm

https://api.cvent.com/polling/v1/api/polls/sp-7qzhm


AGENDA

UNDERSTANDING THE SUPPLY 
CHAIN

A FOOD & BEVERAGE EXAMPLE

EMERGING TRENDS



For discussion purposes, 
lets assume we are all on 

USA mother soil ONLY and 
we are moving our 

shipments on land ONLY:

•Usually the procurement or transportation departments focus on cost vs. 
risk

•Usually we are not pulled into the discussion

•Usually there is NOT a supply chain asset protection department in our 
enterprise

Origin and destination 
assessment (Lanes)

•We are not engaged in vetting drivers as that falls under the carrier(s)

•We have to ensure our best practices are not misinterpreted as direction (co-
employment call out)

•We are usually NOT part of the carrier contract negotiations and selection

Tender selection (driver 
& carrier)

•Usually the Routing systems are focused on cube, cartons and weight and 
not product profile or total cost. (fragrance vs apparel)

•Usually the ship windows are too wide to the ETA windows are to flexible.

Type of freight that is 
being moved 

(commodity or novelty)

•There is a vast difference between FTL vs LTL as there is an increase in 
touches.

Mode Selection (Full 
truck load, less than 
truck load, parcel)

•There continues to be a discussion around who owns the claim when there is 
a variance w/ shortages that make up more of the lost dollars in the market 
than actual full truckload losses.

•Purchase order information (denotes payment terms to offset liability)

Indemnification and 
Liability (vendor <=> 
carrier <=> retailer) 



UNDERSTANDING 
THE SUPPLY CHAIN
Challenges

We don’t all have our own 
fleets (tractors).  We use third 
party trucking companies and 
their drivers or owner 
operators as drivers. 

Selection becomes 
key.

We move goods in every 
possible way and mode from 
every possible location in the 
world to get to our customers’ 
doorsteps.

Air, Water, land

FCL,FTL,LCL,LTL, 
Parcel

Multiple Continents 
and multi-continent 
consolidation.



Supply Chain 
Transportation 

Risks 
Culture is 

Critical

Size, scale and sophistication of warehouses

• 48 projects over 1M ft2 in 2018 – Dodge Data & Analytics

• Potential disruption and losses magnified

Size increasing exponentially

• Less than adequate temporary solutions

• Basic rules for managing warehouse can get overlooked 

Shortage of capacity / Overcrowding

• AGVs, AMRs, High-speed Conveyance Systems 

• Provide measurable efficiency improvements, reduce labor 
costs and allow 3PLs to meet demanding customer 
thoughput requirements

• Elevated risks associated with control software or hardware, 
power systems, maintenance, etc.

3PLs transitioning to automation



Supply Chain 
Transportation 
Risks 
Culture is 
Critical

Hazardous Materials 
Storage – Could 

Tianjin happen here?

• Limited training or oversight (just enough to comply)

• Rudimentary understanding of hazmat requirements

• Employees not updated on changes to requirements 

Lack of Hazmat 
knowledge

• Cargo received without proper documentation

• Lack of space / high volumes - rules go out the door

• Incompatible goods in storage together

Improper storage / 
segregation

• Older facilities not designed for current storage

• Introduction of new customers / products

Inadequate 
protection

• Mis-declared / undeclared cargos

• Improper Stowage / Segregation

Improper load 
consolidation



Supply Chain 
Transportation 

Risks 
Culture is Critical

Cargo Theft

• Impacts shippers, warehouse operators and motor truck carriers 
alike

• Overall has declined in recent years (19% in 2018), but persists 
with 592 thefts recorded in the United States in 2018 - SensiGuard

• Opportunistic –

• favorite targets are unattended vehicles in truck stops, 
unsecured yards, roadside parking or public parking lots.

• Organized –

• Criminal groups / gangs with network of fences and buyers 

• Disciplined teams with specific targets

• Risk vs reward carefully weighed (increase in LTL and pilferage 
thefts)

• Prolific use of technology or deceptive means



Supply Chain 
Transportation 

Risks 
Culture is 

Critical

Cargo Theft – Fraudulent Pick-ups

• Accounted for 3% of cargo thefts recorded in the US in 2018 -
SensiGuard

• Criminal schemes that deceive shippers / warehouse operators into 
“willingly” turning over their cargo loads.  Basic MO’s include:

• Utilizing online load boards to win transportation bids for fictitious 
businesses

• Drivers showing up at facilities with fake credentials and claiming 
to be assigned to a load

• The internet has increased the ease with which criminals can steal 
identities, set up fake companies and / or acquire insurance

• Many fraudulent pick-ups occur near the end of the week due to 
perceived increased urgency in getting orders out the door.



Supply Chain 
Transportation 

Risks 
Culture is 

Critical

Cargo handling, stowage and securing – Transport of Capital Equipment

• Poor / Improper Equipment

• “Air ride” / Temperature Control 

• Lack of experience

• General cargo vs sensitive / oversized cargo

• Poor route planning / adherence

• Overhead obstructions

• Bridge / Road capacity

• Double brokering

• Who is actually handling the freight?

• Does the actual carrier have the required permits?

• Is the carrier’s insurance adequate to protect the parties?

• What kind of due diligence was performed to qualify the carrier?

• Is the carrier even legitimate?



Supply Chain 
Transportation 

Risks 
Culture is 

Critical

Best Practices incorporated into Safety and Security Programs should:

• be multi-faceted, multi-layered, repeatable and consistent in their 
application.

• promote effective utilization and integration of people, processes and 
technology

• meet (and exceed) applicable industry standards and regulatory 
requirements

• be an integral part of a company's culture and core business processes

Elements of a robust culture include:

• Documented corporate policy and procedures 

• Continuous training to create an awareness of the importance and 
responsibility for all employees to comply

• Incorporation of a system of checks and balances, accountability, 
oversight and verification

• A "continuous improvement" philosophy

• Management backing and support



The Hidden 
Supply Chain
Risks Behind 
the “Seen”

• Tier 1 suppliers

• Critical infrastructure

• Identifying sub-Tier suppliers

• Who contributes to the supply chain risk?

• How do the “hidden” suppliers contribute

• How are sub-Tiers connected

The Hidden 
Supply 
Chain –

Risks 
Behind the 

“Seen”

• The Supply Chain We Know

• The Supply Chain We Don’t Know

• Priority in the Supply Chain – Impact on 
Resiliency

Relevance –
Tier 

Interaction



The Hidden Supply Chain
Risks Behind the “Seen”

Tier 1 identification is only the starting point in 
assessing supply chain risk



The Hidden Supply Chain
Risks Behind the “Seen”

Multiple sources of data may be required to support 
the identification of critical suppliers past Tier 1



Legend:

o Denotes    
shutdown of site

o Denotes major 
disruption of 
operations at site

o Denotes significant 
disruption of 
operations at site

The Hidden Supply Chain
Risks Behind the “Seen”

In studies of recent major supply chain loss events, it was 
identified that over 60% of the loss to a client’s supply chain 
was contributed to by sub-Tier suppliers

• How do tiered suppliers contribute to the overall risk?
• What peril events expose the supply chain?
• What tier suppliers are exposed to same event risk?

Cyber Earthquake

Fire Flood

Terrorism Windstorm



Dynamic 
Manufacturing

Tier 1 Tier 1 Tier 1 Tier 1

Tier 2

Tier 2

Tier 2 Tier 2 Tier 2 Tier 2

Tier 2

Tier 3

Tier 2 Tier 2

Agilility 
ManufacturingThe Supply Chain We Know

The Hidden Supply Chain
Relevance – Tier Interaction



Dynamic 
Manufacturing

Tier 1 Tier 1 Tier 1 Tier 1

Tier 2

Tier 2

Tier 2 Tier 2 Tier 2 Tier 2

Tier 2

Tier 3

Tier 2 Tier 2

Agilility 
Manufacturing

The Hidden Supply Chain
Relevance – Tier Interaction

1

The Supply Chain We Don’t

Who Has Priority?



Q&A

Supply Chain Poll 2
How much do American 
companies spend every 
year on Logistical 
expenses?

A. $800 Billion
B. $1 Trillion
C. $1.5 Trillion

Results: https://api.cvent.com/polling/v1/api/polls/sp-dryy7y

https://api.cvent.com/polling/v1/api/polls/sp-dryy7y


Food value Chain

Inbound Logistics
Outbound 
Logistics

fertilizers

antibiotics

Animal 
stock

raising 

pesticides

F
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g

Cooling

Drying

Smoking

Additives

Warehousing
&

Distribution

Compliance
Temperature-> Humidity-> Handling

F
O
R
K

Poor 
heating 
during 
prep

Out on 
counter 
for too 

long

Contamination  
during prep

Contamination
Cooked/raw



Supply Chain 
Transportation:

Food Security

Sabotage and Tampering

• Disgruntled employees; extortion by criminal or activist groups; terrorism

• Food is most accessible during transportation; 

• Bulk shipments of foods and food ingredients are considered most at risk

• Lack of traceability for food products during transportation and storage

• Lack of driver/employee training and/or supervisor/manager/owner 
knowledge of food defense  

Theft

• Deliberately targeted / very easy to fence

• Not uniquely serialized and thus can't be tracked individually

• Prolific number of shipments on the road at any given time

• Top target for many years (2010-2016), dropped in 2018 representing 14% of 
total thefts (82 of 592)*

• Canned and dry foods most frequent target (22%); nuts were highest value 
($126,000)*

• Food and beverage is one of the most frequent targets for Fraudulent Pick-ups

*2018 SensiGuard



Supply Chain 
Transportation 

Food Security

Food Defense Plans – imbedded in your insured’s culture?

• A written document developed by warehouse operators, distribution centers and 
carriers 

• Identifies measures taken to minimize the risk of intentional contamination or tampering 
during each phase of the food supply chain. 

• Establishes steps to be taken in the event of an intentional contamination incident or 
emergency.  

• Available tools / guidance  include: 

• Guide to Developing a Food defense Plan for Warehouse and Distribution Centers

• Created by FSIS (food safety and inspection service) 

• may include elements of Sanitary SOP’s and / or HACCP (Hazard Analysis 
and Critical Control Point Plan) 

• Food Defense Guidelines for the Transportation and Distribution of Meat, Poultry, 
and Processed Egg Products 

• Created by FSIS 

• Heavy emphasis on workforce integrity / training

• Tamper evident technologies / chain of custody critical

• Guide for Security Practices in Transporting Agricultural and Food Commodities

• Created by USDA (FSIS) in collaboration with the Agricultural and Food 
Transporters Conference (AFTC)

• Carrier vulnerability assessment guide

• Emphasis on drivers 



Supply Chain 
Transportation

Food Safety

Contamination 

• Failure to use dedicated units where appropriate, 

• Transporting mixed loads that increase the risk for cross-contamination

• Backhauling hazardous materials

• Improper handling and tracking of rejected loads and salvaged, 
reworked, and returned products or products destined for disposal

• Lack of driver/employee training and/or supervisor/manager/owner 
knowledge of food safety

Temperature Abuse

• Improper packing of transportation units or storage facilities

• Improper holding practices for food products

• Intentional abuse 

• Lack of training, not understanding or implementing best practices 
around cold chain and improper use of equipment 



Supply Chain 
Transportation 

Food Safety

FMSA Sanitary Transportation Compliance - imbedded in your 
insured’s culture?

• Specific responsibilities for shippers, carriers and receivers 
covering:

• Suitable vehicles and transportation equipment

• Transportation Operations

• Training

• Records



The Hidden 
Supply Chain –
Best Risk 
Management 
Practices
Identifying Key 
Risk 
Contributors

Understanding the 
Supply Chain

Tier 1

Tier 2

Tier 3 

Critical infrastructure

Identifying Sources of 
Risk

Man-Mad (fire, explosion, 
terrorism)

Natural perils (earthquake, flood, 
hurricane, hail, wildfire)

Non-Property (financial, cyber)

Assessing Risk Profiles 
Using Modeling and 
Analytics

Assess Risk Scores for Identified 
Suppliers

Assess Risk to Infrastructure

Develop Risk Profiles (by peril, by 
Tier, by supplier)

Mitigation 
Opportunities

Alternative Suppliers

Inventory Duration

Supply Chain Resilience Plan 
(SCRP)
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135

This process is repeated for all events in stochastic 
set – actual and synthetic

Single Stochastic Event Footprint – Sustained 1 Minute Winds
Site

Damage
%

Downtime
(Weeks)

Mitigation

C-32 17 1 Y

C-49 23 1

C-61 64 13

C-95 37 4

C-112 21 1 Y

C-127 9 1

C-133 27 3

C-151 5 0

S-41 0 0

S-59 5 0

S-66 24 2

S-71 66 12

S-79 52 8 Y

S-93 26 4

S-102 18 2 Y

S-121 0 0

S-135 5 0

Overall 
Impact

3

Legend

Customer

Supplier

The Hidden Supply Chain – Best Risk Management Practices
Assessing Risk Profiles

The use of peril 
analytic models to 
identify sources of 
risk as well as 
frequency and 
severity enables 
improve perspective 
on which suppliers 
will be impacted and 
what time of 
disruption can be 
expected 



The Hidden Supply Chain – Best Risk Management Practices
Assessing Risk Profiles



The Hidden Supply Chain – Best Risk Management Practices
Assessing Risk Profiles

Example of a Supply Chain 
Network for an Agricultural 
Manufacturer with 2-Tier 
levels



The Hidden Supply Chain – Best Risk Management Practices
Assessing Risk Profiles

After sub-Tier suppliers
• Identified
• Location Attributes
• Relevancy 

Determined
• Alternatives 

Identified

Use analytics models to 
assess risk scores based 
upon:
• Likelihood
• Severity
• Same Event Risk
• Alternatives Impact

Dependency on same alternative supplier may increase 
risk to the supply chain if exposed to same event 



Q&A

Supply Chain Poll 3
There are 15.5 million 
trucks in the United 
States.  How many 
qualified truck drivers 
are there?

A. 3.5 million
B. 8.2 million
C. 15.5 million

Results: https://api.cvent.com/polling/v1/api/polls/spp69na4

https://api.cvent.com/polling/v1/api/polls/spp69na4


Carrier 
Selection

Driver
Best Practices

Contract Language
Best Practices

Risk Minimum Standards

Load Profiling 
within your 

tender 
management  

system

Lane Risk 
Managemen

t 
Program

Module rules within your Transportation 
Departments proprietary system or 3rd party 

integrator

Welcome 
Center

Operations

(In-gate/Out-
gate)

Yard Capacity
&

Dwell
(What is in my 
yard Empty vs. 

Full)

Legacy Yard Management System or 3rd

Party integrator

Bay Door 
Management

High shortage 
doors

Inbound & 
Outbound

Aggressive 
Inbound

Outbound
Audit Program 

Legacy Yard Management System or 3rd

Party integrator

Solid
GPS

Program

Solid EDI 
Standards

Information Stored with Transportation 
Departments proprietary system or 3rd party 

integrator

IP Based 
CCTV 

System

Mobility
Tablet
Team

Data stored via cloud or server?
Encrypted at rest and in motion?

DATA
Where the data repositories are domiciled today.



Supply Chain 
Transportation Risks 

Technology – The 
Good

Smart Trailers

• Ability to monitor individual components

• Maintenance costs per trailer can be reduced

• Cargo sensors utilizing optical imaging and laser technology

Automated Tracking / Sensor Integration

• Platforms emerging that allow for integration with multiple sources while providing a 
single dashboard view

• Allows for tracking vendor compliance

• Automated alerts based on user limits and parameters

• Direct realtime connection to law enforcement

Crypto Anchors

• Next step in evolution of blockchain by authenticating product's origin / contents, 
ensuring that it matches the blockchain record.

• Many potential forms from tiny computers to optical codes

• Aid against counterfeiting and security in the food or pharma supply chain

• Potentially represent the next generation in cargo tracking

• Prevent theft of data 



Supply Chain 
Transportation Risks 

Technology – The 
Bad

Sniffers / Jammers

• GPS detectors and RF wands generally used for counter surveillance 
purposes are being used to detect cargo tracking devices

• Multi-channel signal jamming devices 

• Readily available in the US, but recorded use has been limited to 
date

• Used extensively by organized criminals utilizing sophisticated 
and violent MO’s in other countries such as Mexico, Brazil and 
South Africa

3D scanners / printers

• Counterfeit copies of ISO17712 high security seals (including matching 
identification numbers) and locks or padlocks created in 10 minutes 

• Create keys and open any TSA approved lock

• Readily available in the US



Supply Chain 
Transportation Risks 

Technology – The 
Ugly

Cyber

• Ransomware has proven to be a major supply chain disruptor (NotPetya).  Phishing and 
malware are also prolific in the supply chain

• Many operations are totally reliant on IT infrastructure to run warehouses and terminals, 
internal databases and customer information systems with no fallback

• Social connectivity and the internet has created a new degree of transparency within the 
supply chain that can be exploited

• Access to big data can enable criminals to build profiles / models of drivers, identify exactly 
what cargo is being transported, routes being followed, and where cargo will be at any given 
moment in the supply chain.

• Specific risks include:

• Third party service providers or vendors – from janitorial 
services to software engineering with physical 
or virtual access to information systems, software code, or IP.

• Poor information security practices by lower tier suppliers

• Compromised software or hardware purchased from suppliers

• Software security vulnerabilities in supply chain management or supplier systems

• Counterfeit hardware or hardware with embedded malware

• Third party data storage or data aggregators



The Hidden Supply 
Chain

Integrating Supply 
Chain Resilience 

Planning

• Business Continuity Integration – SCRP

• Clients will integrate BCP with identified risk contributors

• Insures will demand more insight and detail on supply chain 
risks in return for CBI coverage

• Support identification of risk contribution by peril

• Establish minimum inventory duration programs for products at 
elevated risk

• Coordinate for alternative suppliers to reduce same event risk 
impact

• Integrate suppliers and infrastructure risk and exposure –
alternative routing

• Real time monitoring for significant event occurrences and 
impact projection

• Virtual tracking of goods and components in transit integrated 
with event monitoring



The Hidden Supply Chain
Integrating Supply Chain Resilience Planning – Risk Contribution by Peril



Real time data available 
through IoT sources can 
support assessment of  
impacts to suppliers or 
customers during real time 
disruptive events affecting a 
client’s supply chain –
especially significant NatCat 
events:

• Tropical Windstorm
• Flood
• Earthquake

Real time event footprints can be 
develop[ed for actual events enabling 
real time disruption assessments and 
more effectively model the impacts at 
affected supplier locations

The Hidden Supply Chain
Integrating Supply Chain Resilience Planning – Same Event Risk Impact



The Hidden Supply Chain
Integrating Supply Chain Resilience Planning – Tracking Components in Transit

Incorporating near-real time 
data of products and goods in 
transit via IoT enables 
analytics to be performed on 
real time events:

• Identify routing issues
• Quantify short term delays 

and disruptions of goods
• Identify near-term impact 

on operations from delays
• Quantify cost of disruption
• Enables enhanced 

mitigation and recovery 
strategies to be put in 
place



The Hidden Supply Chain
Integrating Supply Chain Resilience Planning – Tracking Components in Transit

Integrating SCRP with 
identified high risk 
contributors enables:

• Enhanced critical 
components 
strategies

• Appropriate 
selection of 
alternative supplier 
sources

• Focused inventory 
duration levels for 
components or 
materials from 
higher risk sources

Supplier
Overall Risk 

Score
Component 
or Material

Alternative 1 Alternative 2 Alternative 3
Relevance 

Risk
Overall Risk 
Contribution

B-1042 5 Abcdefg ALT-49 ALT-93 High Moderate

C-3512 2 Abcdefg Low Low

B-897 3 Abcdefg ALT-67 ALT-49 ALT96 Moderate Low

A-104 2 Abcdefg Low Low

A-192 7 Abcdefg Low High

B-671 4 Abcdefg ALT-49 Moderate Moderate

C-2398 9 Abcdefg Low High

B-609 6 Abcdefg ALT-96 Moderate Moderate

C-2847 8 Abcdefg ALT-93 Moderate High

A-089 7 Abcdefg Low High



Q&A

Soja Poll 4
Supply Chain Management 
is rapidly becoming a major 
field of study at our 
Universities. Which school 
ranked #1?

A. Penn State
B. University of Tennessee
C. Wake Forest University

Results: https://api.cvent.com/polling/v1/api/polls/spgu5bzv

https://api.cvent.com/polling/v1/api/polls/spgu5bzv
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