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Lilly Says Cracked Security System Led To $80M 
Theft
By Keith Goldberg

Law360, New York (March 11, 2013, 7:21 PM ET) -- Eli Lilly & Co. and its insurer sued 
Tyco International Ltd. Co.'s security services unit in Connecticut federal court Monday, 
blaming a compromised security system for the 2010 theft of approximately $80 million in 
pharmaceuticals from Lilly's Connecticut distribution facility. 
 
Lilly and National Union Fire Insurance Co. of Pittsburgh, Pa., claim Amaury and Amed Villa 
had "unique and confidential" knowledge of the security system and its components at the 
drugmaker's distribution center in Enfield, Conn., allowing them to infiltrate the warehouse 
without triggering the security monitoring system installed by Tyco Integrated Security 
LLC, formerly known as ADT Security Services Inc. 
 
The Villas took advantages of weaknesses identified by ADT in a confidential evaluation of 
the existing security system installed by ADT, an evaluation submitted to Lilly less than a 
month before the break-in, according to the complaint. 
 
The Villas and other alleged burglars took advantage of similar lapses to break into ADT-
secured warehouses in Florida, Illinois and Texas prior to the Lilly break-in, according to 
the complaint, which asserts claims of failure to safeguard confidential information, failure 
to warn and fraudulent inducement, among others. 
 
"Despite ADT's knowledge that this and other burglaries had taken place utilizing 
information only available to individuals with access to sensitive information about the ADT 
security system, ADT did not notify Eli Lilly of the burglary or of the increased foreseeable 
harm created by detailed documentation of its security systems for the purpose of 
marketing potential improvements to the existing service," the complaint said. 
 
ADT had provided security services to Lilly's Enfield warehouse in 1974, according to the 
complaint. In 2009, the company began a confidential evaluation of the security system it 
had last updated in 2004, the complaint says. 
 
That evaluation, submitted to Lilly in February 2010, explicitly identified the location of 
each of 13 enumerated and labeled security cameras in the warehouse and highlights 
specific faults and blind spots in the video images captured by each camera, including 
particular identifications of numbered doors and outside bays invisible to the video 
surveillance system, the complaint says. 
 
The evaluation also included where proposed additional cameras and motion sensors would 
be located according to the complaint. 
 
On March 13, 2010, burglars cut a hole in the roof of the warehouse and rappelled to the 
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precise location in the warehouse not covered by security cameras and were able to 
disable the the security system's master controls, the complaint says. 
 
They made off with approximately $80 million worth of pharmaceuticals, including 
antidepressant Prozac and schizophrenia drug Zyprexa, according to authorities, who said 
it was the largest theft in Connecticut history. 
 
Under its insurance policy, National Union paid Lilly over $42 million in connection to the 
burglary, according to the complaint. 
 
"The 2004 ADT contracted equipment and monitoring services did not fail, but rather were 
actively bypassed by parties with detailed technical knowledge of the system," the 
complaint said. 
 
The Villas were eventually arrested in Florida in May and indicted on federal charges of 
conspiracy and theft from an interstate shipment in connection to the break-in. Amaury 
Villa pled not guilty in February; Amed Villa hasn't entered a plea yet, according to court 
records. 
 
Lilly and National Union are represented by Thomas L. Tisdale of Tisdale Law Offices LLC 
and Elisa Tara Gilbert of The Gilbert Firm PC. 
 
Counsel information for Tyco was not immediately available. 
 
The case is Eli Lilly & Co. v. Tyco Integrated Security LLC et al., case number 3:13-cv-
00329, in the U.S. District Court for the District of Connecticut. 
 
--Editing by Andrew Park. 
All Content © 2003-2013, Portfolio Media, Inc.

Page 2 of 2Lilly Says Cracked Security System Led To $80M Theft - Law360

3/12/2013http://www.law360.com/articles/422749/print?section=lifesciences


