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Identifying the Relevant Cyber Risk

• “Cyber risk” is most often associated with privacy-related data breaches

• Companies that maintain large amounts of customers’ personally identifiable 
information, such as retail and health care companies, are prime targets for 
hackers seeking to obtain or exploit personal information

• Losses include costs to defend against class action lawsuits, investigation, 
remediation and notification costs, crisis management, and identity 
protection services

• “Cyber insurance” is designed to cover these losses

• The market has grown as a form of E&O coverage

• Property Damage and Bodily Injury are excluded

• Business interruption limits are low in comparison to BI limits in property policies
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Identifying the Relevant Cyber Risk

• Cyber attacks present a different type of risk for industrial companies, such as transportation, 
manufacturing, and  energy and utilities,

• Hackers that target these companies typically are not focused on personally identifiable 
information – they  seek to damage and disrupt operations

• Losses that would result from a successful cyber attack on a large manufacturing or 
transportation company would be much the same as would result from a natural disaster or 
industrial accident

• E.g., Costs to repair and replace damaged equipment, extra expense, and loss of revenue until normal operations 
resume

• Unlike a natural disaster or industrial accident, losses from a cyber attack may not be limited to 
a particular geographic location or region

• Underwriters often point to this systemic risk as a differentiator
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Cyber Attacks Causing Physical Damage – An Emerging Risk

• Publically reported instances of cyber-attacks on large industrial 
facilities causing physical damage and interrupted operations:

• Sadara Chemical Company (a joint venture between the Saudi Arabian Oil Co. 
and Dow Chemical Co. operating a chemical complex in Jubail, Saudi Arabia, 
was forced to shut down its computer network after detecting the Shamoon
virus) (January 2017)

• Burlington Electric (malware potentially associated with Russian government 
hacking efforts found on employee laptop) (December 2016)

• Ukraine Power Outage (hackers infiltrated two power distribution companies’ 
control systems and disconnected electrical substations) (2015)
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Cyber Attacks Causing Physical Damage – An Emerging Risk

• Publically reported instances of cyber-attacks on large industrial 
facilities causing physical damage and interrupted operations (cont.)

• German Steel Mill (hackers infiltrated the industrial control system, causing 
blast furnace explosion resulting in “massive” damage) (2014)

• Bowman Avenue Dam in Rye Brook, New York (after accessing the dam’s 
industrial control system, hacker gained control of a computer that opened and 
closed the dam’s sluice gates) (2013)

• Stuxnet (computer worm used to sabotage centrifuges in Iran’s Natanz nuclear 
facility) (2010)

• Oil Pipeline in Turkey (hackers accessed the industrial control system and 
super-pressurized the crude oil until the pipeline exploded) (2008)

5



6

Cyber Attacks Causing Physical Damage – An Emerging Risk

• Cyber attacks on energy, utility, and large manufacturing companies 
are reportedly taking place with increasing regularity

• Department of Energy’s Quadrennial Energy Review (January 2017)

• “attacks elsewhere in the world on energy systems should be seen as an indicator of 
what is possible”

• U.S. Department of Homeland Security’s Industrial Control Systems Cyber 
Emergency Response Team (“ICS-CERT”) reports

• HM Government and Marsh report on UK Cyber Security, the Role of Insurance in 
Managing and Mitigating the Risk

• Trend Micro & Organization of American States, Report on Cybersecurity and 
Critical Infrastructure in the Americas
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“Cyber Insurance” For Physical Damage and BI

• What insurance is available to cover physical damage and business 
interruption resulting from a cyber attack?

• Will traditional property policies respond?

• Is cyber risk different than other perils?

• Is a cyber attack a risk that property insurers intend to underwrite?

• Is there a meeting of the minds between insurers and policyholders on these issues?

• If property policies contain cyber exclusions, how will those exclusions be applied?

• Will ensuing loss be covered, even if the cyber attack is not?
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Will Traditional Property Policies Cover This Cyber Risk?

• Coverage for a company’s losses resulting from a cyber attack will depend on the 
facts of the loss and the language of the particular policies involved

• In general, property insurers have acknowledged that physical damage and 
business interruption caused by a cyber-attack may fall within the broad language 
of the policies

• Some underwriters contend this is not their intent, even under all risk policies

• In contrast, FM Global has taken position that a data breach is physical damage, and FM 
Global policies cover resulting loss, subject to other terms and conditions of the policies

• Sub-limits?

• There does not appear to be a unified view within the insurance industry
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Will Traditional Property Policies Cover This Cyber Risk?

• Some industry publications have acknowledged that 
policyholders reasonably expect coverage for cyber losses under 
traditional policies

• “A.M. Best’s View on Cyber-Security Issues and Insurance 
Companies,” 
Best’s Special Report (Nov. 24, 2015)

• Acknowledges that “data breaches [causing] physical damage . . . are currently 
covered under traditional insurance products such as Commercial General Liability 
Policies (CGLP), Business Interruption (BI), or Directors & Officers (D&O)[,]” and 
that “Policyholders may expect coverage under CGLP/BI/D&O for cyber-attacks . . . 
given the general language in such policies . . . .”
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Will Traditional Property Policies Cover This Cyber Risk?

• But, is there a “mismatch of expectation” between insurers and 

policyholders regarding coverage?

• “Business Blackout, The Insurance Implications of a Cyber Attack 

on the US Power Grid,” Lloyd’s & Centre for Risk Studies (2015)

• Acknowledges that all risks property policies “are commonly silent on whether cyber-

related losses would be paid” and that “purchasers of insurance may think they are 

protected against losses from cyber, where insurers think that these customers have 

not purchased cover for it. . . .  This mismatch of expectation and reality could 

be expected to generate disputes in the event of a large scale cyber loss.”
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How is the “Mismatch of Expectations” Being Addressed?

• Some exclusions have been introduced specifically addressing cyber 
attacks

• Institute Cyber Attack Exclusion Clause (CL 380)

“[I]n no case shall this insurance cover loss damage liability or expense directly or indirectly 
caused by or contributed to, by, or arising from the use or operation, as a means for 
inflicting harm, of any computer, computer system, computer software programme, 
malicious code, computer virus or process or any other electronic system.”

• Terrorism Form (LMSA 3030)

“This Policy does not insure against . . . Loss or damage by electronic means including but 
not limited to computer hacking or the introduction of any form of computer virus or 
corrupting or unauthorised instructions or code or the use of any electromagnetic weapon.”
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How is the “Mismatch of Expectations” Being Addressed?

• New cyber policy forms are being introduced that are 
marketed as filling gaps in a policyholder’s existing P&C
program

• Examples include:

• DIC coverage or “cyber wrap” coverage

• Coverage for cyber attacks that sits above property tower and/or 
other coverages and applies as differences-in-condition coverage

• Pure business interruption coverage

• No “physical damage” requirement
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Policyholder Strategies for Addressing the “Mismatch of 
Expectations”

• Conduct a “gap analysis” of your policies

• How would your policies apply to physical damage and business interruption loss 
resulting from a cyber attack?

• Do your policies contain potentially applicable cyber exclusions?

• Do your policies contain sub-limits for cyber-related losses?

• Do your policies contain terrorism exclusions and, if so, does your terrorism 
coverage have cyber exclusions?

• Work closely with broker to make sure he or she understands your cyber risk 
management story

• Address any potential cyber-risk gaps up front with underwriters
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