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Source: CargoNet, a Verisk Analytics business
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The New Warehouse Thief
• Extensive Research / Surveillance &

Counter Surveillance

• Distant locations / Economy motels

• Avoids violence

• Works around technology

• Radios / prepaid cell phones

• Exit Strategy
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• 3/14/10

• “Mission Impossible” style raid

• Stayed for hours

• Utilized warehouse’s own equipment

• Lessons Learned? Or non-compliance

with industry best practices?

Eli Lilly
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Eli Lilly Theft Enfield Connecticut – March 2010
In the early morning hours of March 13, 2010 several men forcibly entered a pharmaceutical
warehouse owned by Eli Lilly and located in Enfield, Connecticut.
The men actually scaled the building’s exterior walls with ropes and, once on the roof, cut a large
hole to enter the warehouse from the ceiling. After disabling the site’s alarm system the men
proceeded to load approximately 49 pallets of various products into a tractor-trailer truck.
The total value of the goods taken was approximately 80 million dollars. That value amount
represents the single largest act of criminal theft from a warehouse in the history of the United
States.
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Eli Lilly Theft - Chronology
• Three months before the actual burglary, on January 7, 2010, prosecutors say Amaury Villa boarded

an American Airlines flight from Miami to LaGuardia Airport. He rented a luxury Infinity QX56 from
Hertz and then drove to the Hyatt Regency (he’s a platinum club member) on the Jersey waterfront
and reserved a two night stay.

• The next day he drove to Windsor, CT, approximately 11 miles from Enfield, where he checked into
the Hyatt Summerfield Suites, again for two nights.

• This was a “scouting mission” FBI Agents surmised in an arrest affidavit. Late on Saturday evening,
about 10:35 PM, the surveillance video at the Eli Lilly warehouse in Enfield captured an individual
walking around the outside and peering through the front doors of the locked building.

• In March Amaury negotiated the lease agreements for two Freightliner CL-20 tractor-trucks, one for
$20,205 and one for $23,211 – through a company he had set up in Florida called “Trans-USA.

• Villa rented another Infiniti QX56 in early March, between a flurry of flights he made to and from Miami
and New York. On March 12th he checked back into the Summerfield Suites in Windsor.
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• The break-in occurred on the rainy windy night of March 13th. The perpetrators went down through
the roof of the facility – not through a door or window. The security surveillance system and alarm
were disabled in a fashion which indicated familiarity with systems of this type – wrote FBI Agent
John Howell in his affidavit. “For example, wires were not cut but rather unplugged and only certain
wires were unplugged. Other wires, which could have set off alarms outside of Connecticut were not
disconnected for some time.”

• When the Enfield Police were called to the scene that morning they found a collection of
several red-handed Husky-brand hand tools and an assortment of power tools, all with an
immaculate, lightly used look.
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• Husky is a brand sold only in Home Depot Stores, and investigators speculated that someone might have
purchased everything at one time. Agents began scouring Home Depot computer records to find out how
many purchases of these particular tools (together) matched the tools found in Enfield. The answer can as a
blockbuster. That type of a purchase (of those specific 8 tools) had been made only once in the prior 12
months – at a Flushing NY Home Depot store on March 12th at 1:13 PM.

• The store’s purchase records provided a road map to images captured as the sale was made in a check-out
line. Surveillance cameras in the store showed two men at the register, paying $757 for the tools, in cash. The
same two men could be seen walking out of the store and going to an SUV in the parking lot to place the tools.
That SUV is said to have looked a lot like the Infinity QX 56 rented by Villa.

• The police also found an opened case of water bottles at the Enfield site, with several empty bottles scattered
on the floor of the kitchen and office area. The bottles were seized and examined in a criminal laboratory.
What is alleged to have been found was DNA that matched DNA found on a coffee cup from a burglary of a
GlaxoSmithKline warehouse burglary in 2009, and at two Illinois warehouse breaks, linking the four jobs to the
same man – Amaury’s brother Amed Villa.

• On Oct. 14, 2011, (19 months after the theft) authorities recovered more than 3,000 boxes of medicine, which
filled a 53-foot trailer, in a self- storage facility in Doral, Florida.



Roof Jobs

MO # 1

 Subjects will cut through the roof and lower themselves
into an office area were once inside they disable alarm
and video systems.

 Subject wait for police response and pre-stage the
property to be stolen. There is no visible signs of forced
entry.
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Roof Jobs

Roofs don’t open by themselves!!!
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Roof Jobs
• With this MO’s the subjects wait for both phone company and

police response.

• Subjects will not commit to opening bay doors without observing
a police response.

• Subjects have been known to exit and enter the business several
times before removing property.

• Subjects have been known to make multiple trips and empty
entire warehouse over a weekend.
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Miami-Dade Based Cargo
Burglary Rings
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Video Surveillance
Recovered From Burglary
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Current Trends
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Alarm System Bypass
MO # 1

• Subjects have been known to set up their own video cameras in
order to capture alarm codes from the keypads.

MO # 2

• Subjects will call the business posing as alarm company
employees. This is usually done at opening time. The subject
will claim the alarm was activated and ask for the alarm code.
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Alarm System Bypass

Smile your being watched!
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Alarm System Bypass
• With both MO’s the subjects come back weeks or days

later, break into the front office and calmly disable the
alarm system.

• The point of entry is secured and there is no rush.
Subjects have been known to make multiple trips and
empty entire warehouse over a weekend.
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Cut Phone Lines
MO # 1

 Subjects will cut lines to entire grids over long or holiday
weekends.

MO # 2

 Subjects will also cut a specific business phone line
below ground level. They also rip out trunk lines from
meter rooms and put them back in the ground were the
damage won't be discovered until later.

24



Cut Phone Lines

Phone lines don’t cut themselves!!!
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Cut Phone Lines
• With both MO’s the subjects wait for both phone company and police

response.

• Subjects have been known to cut phone lines two and three times
over a long weekend.

• Subjects will not commit to a break-in without observing a police
response.

• The point of entry is secured and there is no rush. Subjects have
been known to make multiple trips and empty entire warehouse over
a weekend.
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Torched Doors

Doors don’t cut themselves!!!
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MO # 1

• Subjects will cut through a front door and then spray
paint or attach a metal flange to conceal the damage.

• MO # 2

• Subjects will cut through a bay door and conceal the
damage with a van of trailer.

Torched Doors
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• With both MO’s the subjects enter the business and
disable phone and alarm systems.

• Subjects will not commit to opening bay doors without
observing a police response.

• Subjects have been known to make multiple trips and
empty entire warehouse over a weekend.

Torched Doors
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Hole in the Wall Gangs

• MO # 1

• Subjects smash a hole in the cinderblock side or rear
walls of the property

• MO # 2

• Subjects enter through a sheetrock common wall within a
public warehouse or adjacent vacant business
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Similarities with all trends
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Similarities with all trends
• All subject wear mask and gloves and leave nothing behind. No prints or

DNA.

• They disable video and alarm systems including back-up and wireless
systems.

• Subjects conduct practice break-in to test police response and security
systems.
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Similarities with all trends
• Subject establish multiple escape routes prior to the break-in.

• Subjects take days to set-up and execute the burglaries.

• Subjects are opportunist and will use tools, equipment and
vehicles located at the business to commit the burglaries and
remove the property.

• Subjects prefer long holiday weekends.

• And they always come back when successful.
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The Get-Away

Removing the merchandise from the area.
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• Most Burglary crews prefer using tractor trailers. Sometime their
own sometimes stolen.

• Large loads can be moved quickly from state to state with little or no
chance of been detected.

• Some times the drivers are not permanent members of the crew and
if apprehended will not compromise the group.
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• Company vehicles and trailers are renumbered and the tags are
replaced.

• The company logos and markings are painted over.
• Hardwired GPS devices are disabled or removed.
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• The merchandise is then transferred to a
warehouses were it is mixed in with legitimate
loads waiting to be sold.
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Selling the Property!!!

The Final Phase

Warehouse Burglaries
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Selling the Property!!!
• The load is divided and sold in portions to

different overseas companies.

• The loads are handled by different freight
forwarders.

• Some freight companies know what's up and
some don’t.

• The load is mixed in with other loads and
mislabeled to avoid inspection by Customs.
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Eight Documented Countries Where Stolen
Cargo Is Shipped From South Florida.

• United States

• Venezuela

• Costa Rica

• Columbia

• Argentina

• Brazil

• Dominican Republic

• Paraguay
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Best Practices

Source: CargoNet, a Verisk Analytics business



General Warehouse Security Requirements
• Proper and working alarm system

• Redundant / back up alarm system

• Security cage / vault for high value

• Theft prone items stored high on racks

• All entrances, exits and vulnerable areas
protected by surveillance cameras

 PTZ (Pan, Tilt, Zoom)

 MONITORED – constant supervision
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• Security guards – 24/7

• Motion detectors

 Don’t forget above

• Yard jockeys / forklifts locked, disabled

 Don’t leave the keys in them or on a

display board

General Warehouse Security Requirements
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Perimeter Security

• Chain link Fence

 At least 8’ high

 4” of free space under a fence can allow access

 Away from truck parking, dumpsters etc

• Illuminated

• Guard rails

• Raised barriers / bollards

• CCTV
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Procedures

• Vetting of third party maintenance / cleaning staff

• DOT License checks on drivers before releasing

a load

• All pick ups and deliveries by appointment only

• Again keep people who don’t belong there away

from the stock – drivers, employees, contractors
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Procedures

• Shipping documentation to be kept
confidential

 Should NOT be in a location where the
casual passer by can determine contents
of a particular trailer or container

• Employee background checks

• SITE ASSESSMENTS
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Good to do:

• Warehouse management should have a rapport with
fire and police

• Restroom, coffee lounge for paperwork while on
patrol

Pays dividends!

Procedures
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Burglar Alarms
• Augustus Pope 1853

 Open circuit. Shutting the door or window silenced the
bell

• Local alarm

• Police station connection

• Central Station Alarm (most common reference)
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Burglar Alarms
• Photo Electric Beams

• Glass break detectors

• Vibration / Inertia sensors

• Micro-phonic systems

• Taut wire fence systems
59



WAREHOUSE / FACILITY
CONTROL

• Insured Owned Buildings and Property

The owner can install any security system, make
physical changes to the interior or exterior of the
property and install interior and exterior barriers.
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WAREHOUSE / FACILITY
CONTROL

Leased Buildings and Property

• Leased buildings or a section of a building, insured’s are
somewhat limited in what they can do to protect their inventory.

• Alarm systems and CCTV can usually be installed at the insured’s
expense.

• The lease agreement with the property owner may dictate
restrictions on what could be done.

• Installation of interior & exterior fences, gates and barriers may
not be possible.
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WAREHOUSE / FACILITY
CONTROL

Third Party Warehouses

• In third party warehouse locations the warehousemen
should provide security for their clients.

• The economic value of a customer drives the decisions of
third party warehouseman on installation and changes to
security systems.

• The security of a third party warehouse must be a major
factor on an insured using a particular third party provider.
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SUMMARY
• Layers of protection should overlap and integrate

• Unauthorized entry may be made from any direction

• Variety of protections designed to detect and/or delay an intrusion

• Regular audits to ensure that all measures are operational and
effective

• Regular security surveys with written action plans for all
deficiencies
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Warehouse Security Exercise
Audience participation required:

The next two slides show a warehouse layout.

What do you see? What don’t you see?

What type of alarms should be installed and where?
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Warehouse Floor Plan
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Warehouse Floor Plan
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Appendix C

Warehouse Security Quiz Answers:

1. Never place a dumpster or other garbage containers by a door. This spot offers
access to hide stolen goods. If no alternative, advise that the dumpstes are inspected
often.

2. The closeness of this parking area to the building and door(s) allows individuals to
readily take things to their vehiucles. The lot should be further away and gated off.

3. The receiving and shipping docks are too close together with no barrier. Easy to move
product from one truck to another.

4. The staging area is too close to the loading dock. Easy to move product with no
visibility.

5. Far too many doors. There should be only one open at a given time uinless required.
There should be a guard/camera access to all points of ingress/egress. All emergency
exit doors must be alarmed.

6. .
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Appendix C

Warehouse Security Quiz Answers:

6. Poor location for a restroom. Drivers, vendors, etc. walk through the entire
facility and have views of all products, security, etc. No one should be
unescorted.

7. To get to the lounge area, the drivers, vendors, visitors have to walk
through the entire warehouse. By following the tracks, you can see how
much is visible and now at risk. Movement by outsiders myst be controlled
and restricted.

8. The bushes make for good hiding spots for stolen products out of the
warehouse. Move them further out and trimmed as well as making a point
of checking regularly.
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The End Results
• Total loss or expensive damages to company property

• Total loss or expensive damages to company
equipment and trailers

• Total loss of the load

• Loss of revenue

• Loss of contracts

• Insurance claims

And of course who comes out ahead…..
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Goals and Objectives:
• Identify other co-conspirators involved in the theft, sale and

purchase of stolen merchandise.

• Continue to gather intelligence in order to build strong State
and or Federal cases against all targets.

• Dismantle any and all organizations identified in the course of
the investigation

• Utilize other agencies and jurisdictions in an attempt to seize
assets which were purchased through illegal means.

• Reimburse Local, State and Federal Government through the
cost recovery program.
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Cargo Theft Task Force Locations
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Thanks to:

• AIMU – Warehouse White Paper

• FreightWatch

• CargoNet

• TAPA

• TOMCATS Consulting / Willie Morales
Consulting
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Thank you.

74

Peter J. Scrobe, Vice President
Loss Control Services
Starr Marine A Division of Starr
Indemnity & Liability Company
399 Park Ave., 24th Floor
New York, NY 10022
Tel.: (646) 227-6414
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